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Attorney General Abbott Warns Of Grandparent Scam

Wednesday, March 18, 2000
Tha Office of the Atlomey Genaral is waming retiress and senior cilizens lo be wary of a grandparent
scam. Recen! repors indicale that seniors have been receiving lelephone calls from a purported

grandchild in need of monay

Usually, the ruse includes a caller who says somathifg like “Hi, grandma,” or “"Hey, t's your favorite grandson
The calier's goal is o learn the name of a rocipient’'s aciual grandchild Sometimes the caller may even have

lsarnad tha name of the grandchildren In advance - and claim o be a grandchild on the call

The caller typically tells tha victim that he or she has been in an accident, was armesind, I8 stranded or in similar
troubile and neeads money iImmeadiately. Mos! often, the caller claims to be traveling in Canada. The “grandchild”
also Ingists thal the victim not tell anyone alsa - which increases the odds that the fraud will ba succaasiul. If all
goes according to the con artist’s plan, the victim will wire money 1o the “grandchild.” By the time the elderly call

reciplant realizes what happenad. the monay 8 long gone and mos! likely nol recoverable

This type of fraud |s particularly troubling, as it plays upon a grandparent's nalural desire (o prolect a grandchiid
Although variations of this scam have bean sround for a long time, [t has become more sophisticated with the
proliferation of infarmation on the Intemet. Con artists are more often using personal information gleaned from
family blogs, genealogy Web sites, social networking Web sités and onling newspapars 10 add credibility to thair

calls. Reports from law enforcement agancies around the country sugges! that the scam works oo often

Watch out for these red flags:

s Callers requesting money

s Callers claiming to be In Canada or other forelgn location

s Callers Insisting on secrecy

» Urgent callers pressuring quick action Greg Abbatt

s Callers with unfamiliar volces Altorney General of Texas

s Callers requesting thal money to be sant by wire transfer (because those funds are hard 1o track
and almost impossible 1o recover)

s \Vague or elusive callers who get personal delails wrong

Taxens should slways axercise soma skepticism when they receive telephone calls urgently requesting rmoney
I n relative calls and asks for money. they should verly the identity of the caller with personal questions a
stranger would nol be able to answer. Sanlors should not *fill In the blanks” for callars bul should ask them to
give their namaes. Texans may also consider calling back using a telephone numbaer they know (o be genuine
Another option is 10 ignore the caller's wishes and verify the story with another family member

Toxans who befleve they have bean the tarost of a scem should contact the Office of tha Attomey Ganaral at
[(BOODY 252-8011 or anline & www lexasaltormeygenanal gov



